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1. Introduction 

1.1 Description of Document 

This document describes the principles that the Tasmanian Liquor and Gaming 
Commission will apply to evaluate the functionality of computer systems used to provide 
Internet gaming, the games and wagering types to be offered, the communications 
interface which connects these systems to the Internet and the communications 
interfaces which connect these systems to other computer equipment. 

1.2 Purpose of Document 

The purpose of this document is to describe guidelines for the functionality of Central 
Internet Gaming Systems (CIGS) from the TLGC’s viewpoint.  It is not meant to 
mandate the most sophisticated solution for every application, but rather to indicate the 
level of functionality expected of the system for the particular application being run. 
Proposed systems, games, implementations, etc. will be considered by the TLGC on a 
case by case basis. 
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2. CIGS Computer System 

2.1 Single of Multiple Computer Configuration 

The TLGC does not mandate whether the CIGS is to be a single computer system or a 
collection of multiple computer systems. However, the requirements of this document 
apply to all computer systems and associated components. 

2.2  System Reliability 

The hardware platform, operating system and application software must be proven to be 
reliable.  

 

2.2.1 Hardware Reliability 

1. The hardware platform(s) used should have a mean time between failure (MTBF) 
in excess of 50,000 hours. 

2. Where redundant sub-systems are used (e.g. Master/Slave configurations, 
clusters, RAID), each redundant system should have an MTBF in excess of 
10,000 hours. 

3. Published MTBF figures should be included with the submission. 

 

2.2.2 Operating System Reliability 

1. Operating System reliability will be measured in terms of re-boots not due to non-
redundant system faults and the time taken for restoration. 

2. System re-boots that occur due to the failure of a redundant component will be 
counted as Operating System Failures. 

3. A reliable Operating System is one that re-boots less than once per week and 
requires less than 10 minutes to return to service. 

4. Operating System reliability will be tested during evaluation. 

 

2.2.3 Application Software Reliability 

1. Application software reliability will be measured in terms of application re-starts 
not due to non-redundant system faults and the time taken for restoration. 

2. Application re-starts that occur due to the failure of a redundant component will 
be counted as application software failures. 

3. Reliable application software is software that re-starts less than once per week 
and requires less than 10 minutes to return to service. 

4. Application software reliability will be tested during evaluation. 
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2.3  Year 2000 Compliance 

The computer system hardware, firmware and software and all of its subsidiary 
equipment, including jackpot controllers, must be year 2000 compliant. 

2.4  Logical Security 

1. The computer system must meet the security requirements for C2 class 
computer systems.  

2. The operating system of the computer(s) must provide comprehensive password 
security.  

3. All computer systems (including operator PCs) in the same broadcast domain as 
the CIGS must have the same logical and physical security as the CIGS host.  

4. The CIGS, and all computer systems that connect to the CIGS at the IP level, 
must run resident virus detection software.  

5. It is expected that all programs and important data files can only be accessed by 
entry of a password that will be known only to authorised personnel.  

6. All PINs and passwords in the system must be stored in an encrypted, non-
reversible form.  

7. Use of the system for development or testing must be completely logically 
separated from the live system and its database.  

8. A program must be available that will list all registered users on the system 
including their privilege level.  

9. There must be adequate tools and procedures to regularly assess the 
vulnerability of the CIGS from internal and external attack.  

2.5  Illicit Access to Funds on the System 

The system must ensure that there is no illicit access possible to player accounts or 
unclaimed prize money residing in the system (e.g. funds in dormant accounts).  

2.6  Changes to the System 

1. There must be adequate methods to ensure that changes to systems or data are 
identifiable.  

2. An audit trail of changes to gaming parameters must be maintained by the 
system and accessible on demand by authorised personnel.  

2.7  CIGS Reporting Capabilities 

2.7.1 Areas of Reporting 

There are four main areas in which a system must be able to fulfil its tasks in providing 
reports to the TLGC:  
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1. Verification of the financial activity of all Internet gaming (including jackpots) 
conducted by the CIGS.  

2. Verification of the fair play of games (and jackpots) that the system offers to 
players.  

3. Verification of the correct operation of the gaming system.  

4. Events 

 

2.7.2 Core Set of Reports 

The core set of reports a CIGS must be capable of producing is:  

1. A weekly and monthly based financial summary report that totals all Funds In, 
Funds Out, Turnover, Total Wins for the system.  This report would summarise 
Net Revenue and Government Revenue.  

2. A report that details summary game play information in order to verify the return 
to play (RTP) for each game configured on the CIGS.  This would be derived 
from the network total of (preferably) Turnover & Total Wins for each game 
offered.  The number of games played and games won for each game would also 
be provided.  

3. If relevant, other reports that:  

3.1 Provide financial summary information on each jackpot configured on the 
system. 

3.2 Provide detailed information re jackpot parameter settings, configuration and 
changes. 

3.3 Provide information on player loyalty data details. 

 

2.7.3 Export of Data to the TLGC 

Operators must have a system in place to provide the TLGC with electronically 
formatted game play data from a secure part of the service provider’s computer system. 
The data must be of sufficient detail and completeness to allow automated verification 
of player entitlements, Government revenue, trend analysis and anomaly identification. 

2.8  System Backup 

1. There must be a method to backup all critical data on a daily basis that 
comprises financial, security and event information.  

2. There must be an uninterruptible power supply that, in the event of a mains 
power outage, allows sufficient time for the system to be shut down in an orderly 
manner.  

2.9  Self Monitoring 

1. Internet Gaming Systems must implement self-monitoring of critical components 
(e.g. central hosts, network devices, firewalls, links to third parties).  
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2. A critical component that fails self-monitoring tests must be taken out of service 
immediately and automatically.  The component must not be returned to service 
until there is reasonable evidence that the fault has been rectified.  

3. It is recommended that hot standby components be rotated regularly into 
production use to make sure they are up to date and in working order. 

2.10 Data Recovery 

1. In the event of a failure, the CIGS must be able to recover all critical information 
from the time of the last backup to the point in time at which the system failure 
occurred (no time limit is specified).  

2. The system must be able to recover from unexpected restarts of its central 
computers or any of its other components.  

3. The operator must have disaster recovery capability sufficient to ensure player 
entitlements and auditability up to the point of the disaster are protected.  

2.11 Software 

2.11.1 Software Version Control 

1. All software for all application components of the CIGS must be maintained 
under an appropriate software version control system or mechanism. The 
hardware platform and operating system must be proven to be reliable.  

2. Historical records must be kept of which versions of third party products are 
compatible with each version of the application. 

 

2.11.2 Software Verification 

It will be necessary for the CIGS Operator and/or its Suppliers to provide a method to 
the TLGC to enable confidence to be gained that the software on which evaluation was 
performed, system testing conducted and finally submitted for live operation are directly 
equivalent. To this end the following goals are to be met: The hardware platform and 
operating system must be proven to be reliable.  

1. Source software is to be provided to the TLGC’s appointed testing agency in 
machine readable form for all components of the system deemed to be 
meaningful by the TLGC.  

2. The TLGC or its representatives require a method of examining the source code 
and conducting computer aided searches.  

3. The TLGC or its representatives require a method of comparing two different 
versions of the source code and examining the differences between the two 
versions.  

4. The TLGC requires a method of verification that the executable software that is 
to be used for testing has been compiled from the source code versions 
submitted to the TLGC.  

5. If software changes are required during the integration testing process, all 
changes must be submitted via the source software, examination of differences 
and compilation verification.  
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6. The TLGC requires a method to verify that the executable software that has been 
used during the testing process is identical to that which is to operate on the live 
system. This verification procedure is to occur when new software is installed, 
periodically (preferably at the start of each trading day) by the Operator and 
randomly on demand by the TLGC.  

7. The TLGC requires a method to determine if un-approved programs, command 
files, fixed data files, etc. reside on any component in the gaming system.  

Formal integration testing will not commence on any system if the first four steps are not 
in place. Live operation will not be approved until all steps are in place. 

 

2.11.3 Source Code 

1. It is preferred that software be written in a “high level language” (e.g. C, C++) 
because programs in “low level languages” such as assembler are much more 
difficult to analyse and much easier to hide problems, accidental or deliberate. 
Assembly language, whilst not precluded in this document should be avoided 
given the difficulty in terms of performing an adequate evaluation which will make 
testing exponentially more time consuming and therefore expensive. Delays in 
approval may be a consequence of submission of assembly language programs.  

2. All programs are to be well structured, well commented and well documented.  

3. All program sources for all Internet Gaming Systems may be examined by the 
TLGC and/or its representatives.  All source programs are to be provided on 
magnetic media to the TLGC (which will provide the appropriate non-disclosure 
agreements).  Subsequent releases (after the initial) are also to have source 
code provided in this way.  

4. Source code supplied to the TLGC shall be exactly as installed, programmed or 
loaded in the equipment to be used.  

5. It is recommended that the following Software Identification appear in all source 
code modules altered or created and submitted for approval. Failure to comply 
may lead to increased testing costs.  

5.1 Module name, 

5.2 Version Number, 

5.3 Revision Number, 

5.4 Brief description of functions performed, 

5.5 Edit history: who, why and when (of changes made after this date). 

2.12 Accounting of Master Resets 

1. The CIGS must be able to identify and properly handle the situation where 
master resets have occurred on other computer systems that affect game 
outcome, win amount or metering (e.g. external jackpot controllers).  

2. The CIGS must be able to retrieve the last valid value of all important parameters 
stored within the system before the master reset occurred.  

3. There must be a method where manual entry of lost parameters is entered from 
data manually collected in order to reconcile lost parameter information.  
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4. Adjustments to accounting on the CIGS are to be subject to strict security control 
and audit trail.  

2.13 Reportable Events 

2.13.1 Forwarding of Events to the CIGS 

The CIGS must be able to accommodate and act upon the following events: 

1. account creation and de-activation,  

2. changes to player account details (e.g. address)  

3. large Wins,  

4. large transfers of funds,  

5. changes made by Operators to game parameters,  

6. changes made by Operators to jackpot parameters,  

7. new jackpot created,  

8. participant added to or deleted from jackpot participation,  

9. jackpot win occurs,  

10. jackpot retired,  

11. down line load of end player device application,  

12. loss of communication with an end player device as determined by the 
application,  

13. player exclusion (including exclusion, requests to lift exclusion, and actual lifting 
of exclusion),  

14. notification of a malfunction of an end-player device, and 

15. change to a player's maximum bet levels.  

 

2.13.2 Event Log 

There must be an event log that maintains the most recent events occurring in active 
end player devices and in other computer systems that affect game outcome and win 
amounts (e.g. external jackpot hosts). 

 

2.13.3 External system Significant Events 

1. External computer systems that affect game outcome or win amounts must 
maintain a log of significant events if they are not transferred immediately to the 
CIGS.  

2. The CIGS must be able to receive and store all significant events from external 
computer systems that affect game outcome or win amounts.  

3. The CIGS must be able to provide a means to view significant events including 
the ability to search for particular event types.  

4. The CIGS must be able to prioritise events (log, alarm or disable).  
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2.14 Calculation of Government Entitlements 

The CIGS must correctly calculate all monies payable to all local, state and federal 
governments, authorities, agencies and commissions in relation to Internet Gaming.  
Examples of such calculations include: 

1. Gaming taxes, 

2. FID (if applicable), and 

3. GST (if applicable). 
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3. Internet Games 

3.1  Approval Required 

All games must be approved by the TLGC before being used. Such approval shall be 
subject to certification by a TLGC designated testing body. Exceptions to this rule may 
be granted by the TLGC but only on a case by case basis. 

3.2  Certificate of Indemnity 

All submissions to the TLGC for approval of Internet games / software must be 
accompanied by a signed Certificate of Indemnity. 

3.3  Game Design 

3.3.1 General Requirements 

Games conducted over the Internet are to be demonstrably: 

1. Fair,  

2. Secure,  

3. Reliable,  

4. Auditable. 

 

3.3.2 Game Outcome 

1. The outcome of any Internet game (and the return to the player) must be 
independent of the CPU, memory, disk or other components used in the end 
player device. Exemption to this requirement will be considered in 
implementations where game result determination involves participation of both 
ends is totally secure and manipulation of the end device cannot interfere with 
game integrity. 

2. Game outcome must not be affected by the effective bandwidth, link utilisation, 
bit error rate or other characteristic of the communications channel between the 
CIGS and the end player device.  

 

3.3.3 Game Fairness 

1. Games must not be designed to give the player a false expectation of better odds 
by falsely representing any occurrence or event.  

2. The rules of the game must not be unfair or misleading. 
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3.3.4 Minimum Player Return 

1. Player return for a game must be shown demonstrably, as well as theoretically, 
to not be less than the required minimum of the Laws and Regulations of 
Tasmania.  

2. Where a progressive prize is offered, it must be implemented such that the “start-
up value + increment rate” of the progressive ensures that the minimum return 
requirement is realised.  

3. For games with a component of skill, this return should represent an average 
playing strategy as measured over a period of time or, if the game provides auto-
hold advice, the return for a player who always accepts the auto-hold defaults.  

4. A game may offer random prizes provided that there is an equally likely chance 
to obtain a random prize on each play of a game.  

 

3.3.5 Determination of events of Chance 

1. Determination of events of chance must not be influenced, affected or controlled 
by anything other than numerical values derived in an approved manner from an 
approved random number generator (RNG) in conjunction with the prevailing 
payout table and rules of the game.  

2. The output of the events of chance from the RNG must not be predictable.  

3. Any outcomes derived from the RNG must be uniformly distributed.  

4. Any mappings to convert random numbers into events of chance must be 
uniformly distributed and unpredictable. 

5. Events of chance must demonstrate that they are statistically random when 
subject to the same statistical tests for randomness specified for the base 
random number generator.  

 

3.3.6 No Adaptive Behaviour 

1. As events of chance occur (i.e. due to calls to the RNG), they must be 
immediately used as directed by the Rules of the game (i.e. are not to be 
discarded due to adaptive behaviour by the game).  

2. Where the rules of the game require a sequence or mapping of entities or events 
to be set up in advance (e.g. the position of hidden objects within a maze), the 
entities or events must not be re-sequenced or re-mapped except as provided for 
in the rules of the game.  

3. Except as provided by the rules of the game and for metamorphic games, events 
of chance within games must be independent of (i.e. uncorrelated with) any other 
events within the game or any events within previous games. 

 

3.3.7 Games Simulating Physical Devices 

Where a game simulates physical devices, the behaviour of the simulation must be 
identical to the expected behaviour of the physical device:  
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1. the visual representation of the device must correspond to the features of the 
physical device,  

2. the probability of any event occurring must be as for the actual physical device 
(e.g. the probability of obtaining a "six" on a simulated dice throw must be 1/6),  

3. where the game simulates multiple physical devices that would be expected to 
be independent of one another, each simulated device must be independent of 
the other simulated devices.  

4. where the game simulates physical devices that have no memory of previous 
events, the behaviour of the simulations must be independent of (i.e. 
uncorrelated with) their previous behaviour. 

 

3.3.8 Metamorphic Games 

Games that are not completely independent of player’s history (i.e. metamorphic) must:  

1. Display clearly to the player which game rules apply to the current game state;  

2. Display to the player sufficient information to indicate the current status towards 
the triggering of the next metamorphosis of the game (e.g. if the game collects 
tokens, the number of tokens missing or the total number required to trigger the 
metamorphosis must be indicated along with the number of tokens collected at 
that point);  

3. Not adjust the likelihood of a metamorphosis occurring based on the history of 
prizes obtained in previous games (i.e. games must not adapt their theoretical 
return to player based on past payouts).  

4. Not be misleading.  

3.4  Random Number Generator (RNG) 

3.4.1 Single or Multiple RNG 

The TLGC does not mandate whether a single RNG or multiple RNGs should be used 
in any computer system. From the point of view of this section the term “RNG” refers to 
all RNGs in use for game / jackpot critical use. 

 

3.4.2 General RNG Requirements 

1. The RNG and its methodology must be based on a pseudo random number 
generating algorithm or hardware based that is cryptographically strong at the 
time of submission 

2. All methods of random number generation must be approved by the TLGC  

3. The random numbers generated by the RNG must always be used in a manner 
that has regard to the general and specific limitations of the behaviour of the 
chosen RNG.  
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3.4.3 Requirement for Random Number Generators 

The fundamental requirement is that the use of a Random Number Generator (RNG) 
results in the selection of game symbols or production of game outcomes or selection of 
“mystery” jackpot trigger values which are able to be proven to:  

1. be statistically independent,  

2. be uniformly distributed over their range,  

3. pass various recognised statistical tests,  

4. be unpredictable.  

 

3.4.4 Choice of Algorithm 

The choice of algorithm is at the discretion of the supplier of equipment, however, it 
must comply with the requirements of this document.  

 

3.4.5 Background RNG Activity Requirement 

1. The RNG must be cycled continuously between games and during game play.  

2. As soon as practicable after the CIGS receives notification of commencement of 
play the random sequence of numbers currently available are to be selected. For 
multi-part games it is acceptable to select the next sequence of numbers at the 
start of the next part. 

 

3.4.6 RNG Seeding 

1. The method of seed-set generation must be approved.  

2. The method of seed generation must ensure that:  

2.1 The same sequence of random numbers is never used in more than one 
device at the same time,  

2.2 The “next” game outcome is NOT able to be predicted.  

3. Seeding and re-seeding must be kept to an absolute minimum.  Both the method 
of re-seeding and the instances when it may occur must be approved by the 
TLGC. Re-seeding should not in general be under operator control.  Re-seeding 
should not be a routine or regular practice.  

4. If for any reason the background RNG activity is interrupted (e.g. the random 
number generator process halts), the next seed value for the RNG must be a 
function of the value produced by the RNG immediately prior to interruption.  

 

3.4.7 Minimum Period for Prize Determination using One RNG Value. 

Following a low probability game outcome (e.g. a jackpot win, major prize win, or a 
particular graphic game result presentation), where that game outcome is represented 
by only one RNG value or a small number of RNG values, it is important that 
subsequent game play is unpredictable.  That is, the RNG does not subsequently go 
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through one defined sequence of game outcomes, or one of only a few possible 
sequences of game outcomes.  In such implementations the Period of the RNG must be 
much greater than its Range.  

 

3.4.8 Minimum Range Requirement 

The range of values produced by the RNG must be adequate to provide sufficient 
precision and flexibility when setting event outcome probabilities, (i.e. so as to 
accurately achieve a desired expected return to player).  

 

3.4.9 Scaling Algorithms 

1. If a random number with a range shorter than that provided by the RNG is 
required for some purpose by the game, the method of re-scaling, (i.e. converting 
the number to the lower range), is to be designed such that all numbers within 
the lower range are equally probable.  

2. If a particular random number selected is outside the range of equidistribution of 
re-scaling values, it is permissible to discard that random number and select the 
next in sequence for the purpose of re-scaling.  

 

3.5 Game Artwork 

1. Game Artwork must conform to the "General Artwork Requirements" section in 
the "Artwork Standards" Chapter (chapter 4) of the "Australia/New Zealand 
Gaming Machine National Standards".  

2. Artwork for games that are similar to conventional gaming machine games must 
conform to the detailed requirements in the relevant sections in the "Artwork 
Standards" Chapter (chapter 4) of the "Australia/New Zealand Gaming Machine 
National Standards". 

3.6 Game Information 

3.6.1 Required Information 

The following game information must be readily available for each game (i.e. displayed 
on the bet "page" or directly accessible via a hotlink):  

1. Game Name.  

2. Restrictions on play.  

3. Instructions on how to play, including a paytable for all prizes and special 
features.  

4. Current account balance.  

5. Unit and total bet.  

6. The percentage return to the player, or sufficient information to enable the player 
to readily and easily determine the percentage return to player.  
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7. For multi-player games, whether or not the outcome to a human player can be 
affected if another participating end player device is automated.  

8. Information on contact points for problem gambling services.  

9. Rules of the game as approved by the TLGC. 

 

3.6.2 Game Cycle / Idle 

1. A game commences when the player irrevocably commits a wager from the 
player’s credit meter or account balance that is not part of any previous game.  

2. A game is considered completed when the final transfer to the player’s credit 
meter or account balance takes place (in case of a win) or when all credits 
wagered or won that have not been transferred to the credit meter or account 
balance are lost. The following are all considered to be part of a single game ie. 
must finish before the game is considered completed: 

2.1 Games that trigger a free game feature and any subsequent free games; 

2.2 “Second screen” bonus feature(s); 

2.3 Games with player choice eg. Draw Poker or Blackjack; 

2.4 Games where the rules permit wagering of additional credits eg. Blackjack 
Insurance or the second part of a two part Keno game; and 

2.5 Gamble (eg. Double-up). 

3. The period after completion of a game and before commencement of the next 
game is “Idle Mode”.  

 

3.6.3 Definition of Terms 

Table 3.6.3: 

Definition of Terms 

Term Definition 

Games Played Total number of games played. 

Turnover Total value in dollars of bets made from the player’s credit 

meter or account balance (note gamble bets such as double 

up are not bet from the player’s credit meter or account 

balance). 

Bet, Play or Wager Total value in credits or dollars (as applicable) of funds 

deducted from the player's credit meter or account balance. 

Win Total value in credits or dollars (as applicable) of prizes 

awarded to the player’s credit meter or account balance. 
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3.6.4 Metering Examples 

To clarify how games played, turnover and win are to be calculated, the following 
examples are given: 

Table 3.6.4: 

Metering Examples 

 

Game action Games 

Played 

Turnover Win 

Blackjack. Wager 4 credits. Push (tie with Dealer) 1 4 4 

Blackjack. Wager 6 credits. Take Insurance and lose. 

Split pair of Fives. Double down on one Split and Win, 

Bust on the other split 

1 18 24 

Roulette – bet 4 credits on Zero, 2 credits on 1+2+3, 

10 credits on Red. Zero is number drawn 

1 16 144 

Keno. 2 credits bet on number 14 which is 

subsequently drawn. 

1 2 6 

Spinning wheel. Bet $100. Win $2,000 in main game 

plus $3,000 in second free game and $5,000 in tenth 

free game. Double-up once and win 

1 $100 $20,000 

 

3.6.5 Location of Meters 

It is preferred that all non-game specific meters displayed on the play screen (e.g. credit 
meter, collect meter, etc.) be displayed in the same position for all games of the same 
generic type.  

 

3.6.6 Access to Game Information 

Game information must be provided via the same communications channel that is being 
used for gaming (e.g. Instructions for specific Internet games must be available on the 
Internet).  

 

3.6.7 No Offensive Information 

Language, symbols and images used to present, describe and play the game must not 
be offensive.  
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3.6.8 Games with Different Languages 

The following principles must be followed where games are provided in different 
language versions:  

1. Each version must provide the same rate of return to the player. 

2. Each version must be consistent with the instructions for that version. 

3. All game information must be provided in the language specified for that version. 

4. The game information must be the same across all language versions. 

3.7 Ability to Notify TLGC 

1. The game must provide an easy and obvious mechanism to enable the player to 
notify the TLGC of complaints against the operator.  This mechanism should use 
the same communications channel as the game itself.  

2. The complaint mechanism must inform the player of the process that will be 
followed to deal with the complaint.  

3. The player must be notified of any information that is to be automatically added 
to the message sent to the TLGC (e.g. timestamps, game play information).  The 
player must be provided with an opportunity to prevent such information from 
being transmitted with the complaint.  

3.8 Game Session 

3.8.1 Player Identification to CIGS 

1. Players must identify themselves using a digital certificate or an account 
descriptor and a password to establish a session.  

2. Passwords must be at least 8 alphanumeric characters long.  

3. Where digital certificates are used to identify players, local certificate pass 
phrases must be at least 8 alphanumeric characters long.  

4. Player identification is not required for game products that are recognised as 
"soft" (i.e. a gaming product that meets the published set of criteria for "soft" 
gaming products).  

 

3.8.2 End of Session 

A session finishes if:  

1. the player notifies the system that the session is finished (e.g. "logs out"), 

2. if polling is used, the CIGS host does not get a response to 3 successive polls to 
the end player device, 

3. the application detects loss of communication with the end player device, or 

4. the operator manually terminates the session.  
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3.8.3 Manual Termination 

1. Where the operator manually terminates a session, a record must be written to 
an audit file that includes the termination reason.  

2. The CIGS must send a termination message, or a message with a termination 
status set, to the last known address of the end player device each time a 
session is terminated.  

3.9 Game Play 

3.9.1 Initiation of Game Play 

1. Game play can only occur during a game session. 

2. Where hotlinks are used to supply game information, game play must not occur if 
the hotlinked information is not available.  Note that this requirement only refers 
to hotlinks to game information.  Other hotlinks need not be available. 

3. An invitation to play a particular game must only be extended if the CIGS 
determines that the end player device has sufficient capabilities to play the game 
(eg. check the version number of the web browser).  For multi-player games 
where the result is affected by the time to respond to a game event, the CIGS 
should also measure the expected response time to game events and only offer 
the game after informing the player of any handicap (if any) associated with the 
communication channel. 

4. The decision to invite play for a particular game must be independent of the 
identity of the player.  

5. If the CIGS extends an invitation to play a particular game, it must accept all 
legitimate wagers for that game.  

6. There must exist a Game Selection Screen where the full amount of the player’s 
account balance is displayed in dollars and cents or credits.  

7. The methodology employed by a player to select and discard a particular game 
for play on must be clearly explained to the player on the end player device and 
be easily followed.  

8. The Internet Gaming System must clearly inform the player of all games 
available at that time and offer them for selection.  

9. The player must at all times be made aware of which game has been selected for 
play and is being played, as applicable.  

10. The player must not be forced to play a game just by selecting that game.  

11. It should not be possible to start a new game before the current play is 
completed and all relevant meters have been updated on the end player device, 
the CIGS and any other associated device (e.g. bonus and jackpot controllers).  

 

3.9.2 Sets of Games 

1. The set of games offered to the patron for selection or the pay table can be 
changed only by a secure method approved by the TLGC.  
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2. No changes to the set of games offered to the patron for selection (or to the pay 
table) are permitted while there are credits on the player’s credit meter or while a 
game is in progress.  

 

3.9.3 Replay Last Facility 

A "replay last game" facility must be provided.  The replay must clearly indicate that it is 
a replay of the previous game and provide the following information (as a minimum):  

1. the date and time the game was played;  

2. the display and audio associated with the final position of the game;  

3. total number of credits at the start of play (less credits bet);  

4. total number of credits at the end of play;  

5. the total number of credits bet including any multipliers (e.g. number of lines 
played and credits per line);  

6. the total number of credits won associated with the prize resulting from the last 
play or the value in dollars, cents for progressive prizes;  

7. the total number of credits added since the previous play and through the end of 
the last play;  

8. the total number of credits collected after the play, but before the next play;  

9. the total value cancelled (in dollars, cents) after the play, but before the next play;  

10. any player choices involved in play outcome;  

11. results of Gambles; and 

12. results of all feature games associated with the primary game. If memory 
limitations prevent the retention of multiple games in a feature sequence (e.g. 
free games), only the trigger game and final game need to be displayed.  

The "replay last game" facility may be part of a "replay last n games" facility, provided 
that the above information is provided.  

 

3.9.4 Incomplete Games 

The CIGS must provide a mechanism for a player to complete an incomplete game. 
Incomplete games may arise from a number of situations, including:  

1. Loss of communications between CIGS and end player device,  

2. CIGS restart,  

3. End player device restart,  

4. Abnormal termination of gaming application on end player device, or  

5. Disabled by CIGS.  
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3.9.5 Lost Games 

1. The CIGS must maintain records of any game that fails to complete and the 
reason why the game failed to complete.  This information is to be treated as vital 
information to be recovered by the CIGS in the event of a failure.  

2. Information sufficient to continue a partially complete game must be retained by 
the CIGS.  This information is to be treated as vital information to be recovered 
by the CIGS in the event of a failure.  

3. Bets associated with a partially complete game that can be continued must be 
held in a separate account until the game completes.  Player accounts must 
reflect any funds held in the incomplete game account.  

4. In the event that a game cannot be continued (e.g. the absence of some players 
of a multi player game after a restart of the CIGS), all bets must be returned to 
the players of that game.  

 

3.9.6 Game Malfunction 

1. The CIGS must be designed so as not to be affected by malfunctions of player 
end devices other than for instituting an incomplete game procedure.  

2. The CIGS must include a mechanism to void bets and pays in the event of 
equipment malfunction.  

3. The CIGS must include a function for the operator to freeze a player account in 
the event of a reported malfunction of an end player device.  (Note that it is 
impossible to uniquely identify the end player device itself).  

4. The CIGS must include a function to recreate the last few games before the 
reported malfunction from the perspective of the end player device (eg. using 
timestamps).  

5. The TLGC must be notified of any malfunction of the CIGS or an end player 
device that leads to a request by the operator or by the player to make a financial 
adjustment to the CIGS or to a player's account.  The notification must include 
the following: 

5.1 The time of the claimed malfunction. 

5.2 The time the claimed malfunction was reported. 

5.3 The details of the claimed malfunction, including evidence that supports the 
claim and evidence (if any) that refutes the claim.  All evidence submitted by 
a player in support of a claim must be included in the notification. 

5.4 Any actions taken to prevent the fault from re-occurring or to prevent a 
continuing problem (eg. game disabled until fault rectified). 

5.5 The details of the requested financial adjustment. 

5.6 The details of any financial adjustment resulting from claimed malfunction, or 
the reason why no financial adjustment was performed. 
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3.9.7 Repeated Game Play Messages 

The high level communications protocol must detect and reject repeated "play" 
messages that arise from:  

1. Communications errors,  

2. Impatient players pressing play more than once while awaiting a response from 
the CIGS (the results must be displayed for a reasonable time before the next 
"play" message can be accepted).  

3.10 Multi Player Games 

1. Multi player games with outcomes that can be affected through an out-of-band 
exchange of information between different players (e.g. a telephone 
conversation, an end player device to end player device connection via the 
Internet) are prohibited.  

2. Multi player games with outcomes that can be affected through the use of 
automated end player devices or ancillary computer systems (e.g. chess) must 
have prominent warnings so that human players can make an informed decision 
whether or not to participate.  

3. The CIGS must mediate all in-band game-related information exchanges 
between different players to control player initiated information flow between 
individual players in order to minimise the opportunity for sub-groups of 
cooperating players gaining an unfair advantage over individuals.  

4. For multi-player games where player fairness is affected by response times, the 
CIGS must constantly monitor the effective bandwidth to all end-player devices 
participating in a particular instance of a multi-player game and adjust response 
times to individual end player devices to ensure game fairness.  

5. The CIGS must ensure player fairness in the event of a communications loss to 
one or more end player devices during a multi player game.  

3.11 Disabling of Gaming 

1. The CIGS must be able to disable or enable all gaming on command.  An entry 
must be made to the audit log (including the reason for any disable) whenever 
the function is used.  

2. The CIGS must be able to disable or enable individual games on command.  An 
entry must be made to the audit log (including the reason for any disable) 
whenever this function is used.  

3. The CIGS must be able to disable or enable individual end player systems on 
command.  An entry must be made to the audit log (including the reason for any 
disable) whenever this function is used.  

3.12 Polling of End Player Devices 

Where the end player device participates in a Jackpot or in a multi-player game, the 
CIGS application must remain in contact with the game application running on the end 
player device.  The term “poll” is used generically in these requirements to describe this 
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activity.  Suppliers should choose a polling mechanism that suits their implementation.  
(An application level heartbeat is one example of a generic poll.) 

1. The system must be able to poll end player devices as follows:  

1.1 on a time schedule basis, and 

1.2 on command from a CIGS operator 

2. Polls must have significance at the application layer (e.g. the poll response must 
include some form of constantly changing shared secret known only to the CIGS 
and the end player device).  ICMP echo requests and echo replies are not 
sufficient.  

3. The CIGS must be able to store the time and date of the last poll that occurred.  

4. Failure of an end player device to respond to three scheduled polls in succession 
must cause the session to be terminated.  

5. The end player device must assume session termination if it fails to receive three 
successive scheduled polls.  The end player device must notify the player of 
session termination and send a termination message to the last know address of 
the CIGS.  No further game play is permitted until the CIGS and the end player 
device establish a new session.  
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4. Jackpots 

4.1 Protocols Supporting Jackpots 

If jackpots are to be supported, the following functions must be implemented:  

1. Inclusion of game play information from participating end player devices.  

2. Notification of an end player device joining and leaving a nominated jackpot.  

3. Game win notification for:  

3.1 game determined jackpots, 

3.2 mystery jackpots 

4. Adequate jackpot status updates from the jackpot controller to participating end 
player devices.  

5. Adequate jackpot win notification to the end player device including win amount.  

6. The communications between the CIGS, master jackpot controllers and slave 
jackpot controllers must be reliable and secure.  

4.2 Jackpot Fairness 

In order to have a jackpot that is equally fair to all players the following principles must 
apply:  

1. All players that play jackpot games must be eligible to win the jackpot.  
Exceptions to this jackpot rule should be submitted to the TLGC for individual 
approval before any development work on the jackpot is commenced.  

2. Jackpot contributions must not be assimilated into revenue.  If a cap is 
established on any jackpot all additional contributions once that cap is reached 
are to be credited to a Diversion Pool.  

3. At any point in time, the probability of the player winning the jackpot must be 
directly proportional to the size of the bet, unless the expected base game player 
return (sum of non-jackpot prizes) for games that participate in Jackpots is 
greater than or equal to 85% (e.g. non-jackpot prizes = 88% with the jackpot 
component 5% (including start-up and contributions)).  

4. The proportionality factor in part (c) must not vary between game(s) played.  

5. The proportionality factor in part (c) may not be achieved by modification of the 
method of selection or determination of the game result (e.g. fiddling with a deck 
of cards).  

6. The progressive win must be based upon a random event.  

7. For other than Mystery Jackpots the TLGC requires that all jackpot winners are 
determined as a result of a game oriented event.  
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4.3 Jackpot Controller 

4.3.1 Style of Jackpot Controller 

The jackpot controller may be the CIGS or one or more separate jackpot controllers.  

 

4.3.2 Master / Slave Jackpot Controllers 

Where a “Master Controller” employs “Slave Controllers” to control a Jackpot the 
following requirements apply:  

1. All Slave Controllers are time synchronised with the Master Controller.  

2. The Master Controller is time synchronised with the CIGS.  

3. Game-result Jackpot Win events must be time-stamped and the Jackpot 
Controller must ensure that hits registered within a minimum time increment are 
considered as Simultaneous Wins. Prize payouts for simultaneous wins are to be 
made in accordance with procedures established by the Operator.  The minimum 
time window (Jackpot Reset Period) is not less than the longest time taken to:  

3.1 register that a jackpot has been won,  

3.2 announcing the win on the displays of all participating end player devices,  

3.3 reset the progressive meters.  

4. If supporting a Mystery Jackpot, the processing of receipt of increments from all 
end player devices, whether attached to Master or Slave controllers, should be 
fair.  

4.4 Jackpot Participation 

If a minimum bet amount exists in order for a player to participate in a linked jackpot, 
then the base game for the jackpot must operate at the legal limit for Tasmania at all bet 
amounts.  

4.5 Notification of the Jackpot amount 

The current jackpot amount must be displayed on all end player devices participating in 
the Jackpot.  Updates must be displayed on all participating end player devices at least 
every 30 seconds.  

4.6 Jackpot Win Notification 

1. A winning player must be notified of a jackpot win by the end of game play.  

2. Whenever a jackpot is won, the winning jackpot amount must be displayed on all 
end player devices participating in the jackpot at the time of the jackpot win within 
30 seconds.  
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4.7 Multiple Jackpot Winners 

1. The TLGC requires that the Operator deal with the possibility of a jackpot being 
won (or appearing to be won) by one or more players at approximately the same 
time.  

2. The TLGC requires resolution of this problem and must approve rules, 
documented procedures and notice to players before the jackpot is implemented.  

4.8 Linked Jackpot Winners When Communications Go Down 

The requirements of this section apply where the CIGS Configuration consists of 
separate jackpot controllers connected via communications to the CIGS.  

1. It is necessary to resolve the problem that occurs if the CIGS determines that a 
jackpot has been won, but the link to the jackpot controller becomes inoperable.  

2. The TLGC must approve both documented procedures and notice to players 
before the jackpot is implemented.  

3. The method of determining the jackpot amount is to be approved.  

4. Should the Operator implement a “Manual” method of entry of a jackpot win on 
the CIGS, or component of the CIGS, the TLGC will need to be assured that 
there are no security risks with the entry of manual jackpot win events by 
approving the procedures for making a manual entry.  

4.9 Jackpot Parameter Changes 

1. Once a Jackpot has commenced, parameter changes must not take effect 
immediately - rather they should be saved to apply after that Jackpot is next won.  
These are ‘pending’ parameters.  

2. The Jackpot must have a parameter to flag that it is to be modified or closed 
when the jackpot is next won.  

3. A Mystery Jackpot which uses a hidden jackpot amount to determine the jackpot 
win must not change the hidden jackpot amount when the parameters are 
changed if the jackpot is active (i.e. had any jackpot contributions added to it).  

4. The system must provide a means of displaying current and pending jackpot 
parameters.  

5. The CIGS must record the values of all jackpot meters, as well as all of the 
“Current” and “Pending” jackpot parameters.  

4.10 Partial Jackpot Redirection 

Diversion Pool schemes, where a portion of the jackpot contributions are redirected to 
another pool so that when the current jackpot is won, this pool is added to the restart 
level of the next jackpot, must be approved by the TLGC. The following requirements 
apply to such schemes. 

1. A jackpot redirection scheme must not have a mathematical expectation of the 
diversion pool of infinity.  
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2. Where a Diversion Pool is used to fund a “minimum or start-up level” the 
minimum jackpot amount is deemed to be zero for the purposes of calculation of 
expected player return i.e. in calculating player return the start-up prize can only 
be counted once.  

3. Diversion pools must not be capped.  

4.11 Conversion of Jackpots 

The Casino Operator must receive permission from the TLGC if a Jackpot Pool is to be 
converted or combined into another Jackpot Pool.  

4.12 Elimination of Jackpots 

1. The Casino Operator must receive permission from the TLGC if a Jackpot Pool is 
to be eliminated.  

2. If a jackpot is discontinued, the amount of the jackpot prize displayed, (and any 
diversion or reserve pools specific to that link) is to be diverted to other jackpots 
or reserve pools.  

3. If no other jackpots are available, an amount is to be calculated by subtracting 
the total of all jackpot prizes paid from the total of all increments and the handling 
of this amount is to be agreed with the TLGC.  

4.13 Jackpot Shutdown 

There are instances in this specification where it is indicated that the jackpot could be 
“shutdown”.  A jackpot shutdown requires the following action:  

1. Clear indication must be given to players that the jackpot is not operating (e.g. by 
displaying “Jackpot Closed” on end player devices).  

2. It must not be possible for the jackpot to be won while in the shutdown state.  

3. If the expected player return for non-jackpot prizes on games that participate in 
this jackpot is less than the minimum RTP of 85% (e.g. non-jackpot prizes = 81% 
with jackpot contributions 10%) these games must be de-activated from game 
play until the jackpot is re-activated.  

4. Activation of the jackpot from the shutdown state must return the jackpot with the 
identical parameters including jackpot value as before the shutdown.  

5. Mystery jackpot hidden win amounts should be recalculated in the range current 
value to maximum amount when the jackpot restarts. 

4.14 Jackpot Meters 

4.14.1 Jackpot Meters to be Maintained 

A Jackpot Controller must store and maintain the following software meters as a 
minimum:  

1. Total amount played for jackpots,  

2. Total amount of jackpots won,  
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3. Total jackpot contributions made, (includes any diverted amounts),  

4. Total jackpot contributions won,  

5. Current amount for each jackpot,  

6. Current value of Jackpot contributions diverted.  

 

4.14.2 Transfer of Meters 

Where the jackpots are maintained by separate jackpot controllers, the jackpot Meter 
Information must be periodically transferred from the Jackpot Controller to the CIGS and 
recorded there.  This period must be approved by the TLGC.  

4.15 Jackpot Accounting 

4.15.1 Revenue Calculation 

If the calculation of gross revenue for taxation purposes allows for jackpot contributions 
to be totally deductible (as opposed to deducting jackpot prizes when paid), the CIGS 
must provide adequate reconciliation to ensure that all jackpot increments deducted,  

1. have been paid to players as prizes, or 

2. are displayed as part of prizes, or 

3. are held in accountable reserves (which can be demonstrated) to be paid to 
players in the future, (i.e.. as part of future prizes).  

 

4.15.2 Frequency 

Accounting reconciliations are to be performed at least daily.  

 

4.15.3 Information to the TLGC 

The electronically collected data from the jackpot controllers are to be submitted in an 
approved form to the TLGC to allow the TLGC to perform independent reconciliations.  

4.16 Jackpot Recovery 

To enable recovery of the current value of the Progressive Jackpot amount(s) in the 
case of a CIGS or jackpot controller failure, either:  

1. The current value of the progressive amount must be stored in at least two 
physically separate devices, or 

2. The current value of the progressive amount is able to be accurately calculated 
from other metering information available which is not stored in the same system 
as the progressive amount.  

 



 

 Internet Gaming Technical Requirements Version 3.1 - DEPARTMENT OF TREASURY AND FINANCE    34   

4.17 Jackpot Contributions 

Jackpot contribution submissions documentation, including game rules, must clearly 
specify how the contributions to the jackpot pool are made (based on turnover, net 
balance of each operator contributing to a multi-operator pool, etc.). 
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5. Gaming Information to be maintained by CIGS 

5.1 Period of Retention 

Gaming information must be retained by the operator for a period of seven years.  

5.2 Timestamps 

1. All gaming information is to be suitably timestamped. 

2. All time stamping must be in a single time, preferably Universal Time (UT). 

5.3 Player Information to be Maintained 

Information to be maintained by the CIGS for each player must include:  

1. player details (including verification method),  

2. account details and balance,  

3. maximum bet levels and exclusion status,  

4. previous accounts and reason for de-activation, and 

5. session information.  

5.4 Session Information to be Maintained 

Session information to be maintained by the CIGS must include:  

1. player ID,  

2. session start and end time,  

3. player device details,  

4. total moneys wagered for session,  

5. total moneys won for session,  

6. funds added to account during the session (timestamped),  

7. funds withdrawn from account during the session (timestamped),  

8. time of last successful poll for session,  

9. reason for session termination, and 

10. game information for session.  

5.5 Game Information to be Maintained 

Game information to be maintained by the CIGS must include:  

1. player ID,  

2. game identifier and version, and 



 

 Internet Gaming Technical Requirements Version 3.1 - DEPARTMENT OF TREASURY AND FINANCE    36   

3. game play information for all games played.  

5.6 Game Play Information to be Maintained 

Game play information to be maintained by the CIGS must include:  

1. player ID,  

2. game start time according to CIGS and, for multi-player games, the game start 
time according to the end player device, 

3. account balance at start of game,  

4. wager for game (timestamped),  

5. contributions to Jackpot pools,  

6. game status (in progress, complete, etc.),  

7. game Result (timestamped),  

8. jackpot win (if applicable),  

9. game end time according to CIGS and, for multi-player games, the game end 
time according to the end player device,  

10. amount Won, and 

11. account balance at end of game.  

5.7 Significant event Information to be Maintained 

Significant event information to be maintained by the CIGS must include details of:  

1. large wins,  

2. transfers of funds in excess of A$1,000, or in excess of the value otherwise 
specified by the TLGC.,  

3. changes made by Operators to game parameters,  

4. changes made by Operators to jackpot parameters,  

5. new jackpot created,  

6. participant added to or deleted from jackpot participation,  

7. jackpot win occurrences,  

8. jackpot retired,  

9. player exclusion (including exclusion, requests to lift exclusion, and actual lifting 
of exclusion),  

10. notification of a malfunction of an end-player device,  
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6. Event Wagering 

This section refers to requirements relative to wagering on events i.e. the end users 
place one or more wagers on an event that is to happen in the future for example a 
Keno game or Sports betting. The result of the event may be determined by an external 
occurrence, e.g. the draw of Keno balls from a ball draw device, or be simulated by a 
RNG of some form. 

Note that the specifications in this section are mostly general in nature not referring to 
specific types of wagering. The intent is to cover wagering types currently known and 
permitted by the TLGC and provide the framework for future types. Each event type 
must be approved by the TLGC and will be considered on a case by case basis. 

6.1 Logging of Transactions 

All wagering transactions of significance must be logged on the CIGS. The decisions as 
to what consists of transactions of significance will be made on a case by case basis but 
must include: 

1. Wagering Sells and Cancels 

2. Wins added to player accounts 

3. Change of prize tables, odds, commissions, percentages or other payout 
selection 

4. Change of event status: 

4.1 Start / stop wagering 

4.2 Results entry / modification / confirmation 

4.3 Withdrawal / reinstatement of selections 

4.4 Abandoned events 

4.5 Alteration / override of event start times 

6.2 Bet Types 

1. Players must be able to view descriptions of each bet type e.g. via a hotlink to a 
help screen. 

2. The description must describe all available betting options for each bet type. 

6.3 Placing Wagers 

1. A list of all available bet types must be available to the player. 

2. A list of all active betting events must be available to the player. 

3. The method of placing a wager is to be straightforward with all selections, 
including their order if relevant, clearly obvious to the player. 

4. Where the wager involves grouping of selections, e.g. Keno Ways bets, such 
groupings must be clearly obvious to the player. 

5. There must be clear notification that the wager has been accepted by the system 
and details of the actual bet accepted. 
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6. If the bet is rejected by the system, the reason(s) for the rejection are to be 
returned to the player. 

7. The account balance is to be debited by the amount of the wager when 
notification of acceptance of the wager by the system is received. 

8. No wager may be greater than the current balance of the account. 

6.4 Bulk Placement of Wagers 

This section refers to wagers that may be placed in bulk e.g. via FTP to the central 
system. 

1. Notification of acceptance or rejection of a wager may be via a log file which the 
player can read later. 

2. If the stream of wagers is interrupted for any reason, there must be a means 
available to the player to determine where in the stream that the interruption 
occurred. 

3. The account balance is to be debited by the amount of the wager when 
notification of acceptance for each wager by the system is received. 

4. No wager in the stream may be greater than the current (remaining) balance of 
the account. If such a bet is attempted, the entire stream is to be halted. 

6.5 Search 

1. The ability to search through wagers placed by the player is to be provided. 

2. The search mechanism should have the capability for search qualifications e.g. 
active wagers, settled wagers, wagers on a particular event, wagers by bet type, 
etc. 

6.6 Cancellations 

1. The ability to attempt to Cancel any of the active wagers is to be provided. 

2. The method of performing the cancellation is to be straightforward. 

3. Cancellation via the search mechanism is to be provided. 

4. Successful cancels are to immediately update the Player’s account balance by 
the amount of the wager that is canceled. 

5. Cancellation is not to be permitted once the first part of the result of the event is 
known. 

6. The player must be able to access any other rules relative to prohibition of 
cancellations e.g. after a fixed time period. 

6.7 Event / Bet Type Close 

1. The system must implement an automatic close of event wagering when the 
scheduled time for the event is reached. 

2. There may be a manual override to the automatic close time. 
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3. The players still in session must receive notification when an event / bet type is 
closed. 

4. It shall not be possible to place wagers on the event / bet type once it has been 
closed. 

5. A Cancellation grace period may be offered to allow players to cancel wagers 
incorrectly placed. However, it must be short in duration and must end before the 
result of the event is known or can be deduced. 

6. It is possible to re-open an event when circumstances permit. Players must be 
advised when an event re-opens. 

6.8 Result Entry 

6.8.1 General 

1. Results cannot be entered for an event / bet type unless the event / bet type is 
closed. 

2. Results entry must involve the entry of the position of all selections that may 
affect the result of a bet type associated with the event. 

3. The Rules available to the player must clearly state what is to occur when more 
than one selection satisfies the criteria for a winning outcome e.g. a dead heat. 

4. The players still in session must receive notification of the results when an event 
/ bet type is closed. 

5. Results may be altered but not after they are confirmed.  

6. The players must be notified of a change of results. 

7. The rules available to the player must describe the situation of winning results 
being entered for selections that were not offered for betting. 

8. Players must be able to view the results of any decided event / bet type. 

 

6.8.2 Computer Generated Results 

Where results of an event are generated by a computer system the following 
requirements will apply: 

1. The TLGC must be confident that the security of the results selection process 
prevents illicit altering / entry of results. 

2. Random Number Generators (RNG) used for results selection must meet the 
same requirements of Section 3.4. 

3. There must be some means that verification can be made after the event that the 
results selected by the RNG computer system are the same as held in the CIGS. 

6.9 Rounding 

Whenever the calculation of payouts may involve rounding, the rules available to the 
player must clearly specify what is to occur: 

1. Rounding to what level e.g. 5 cents 
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2. Rounding up, down (truncation), true rounding 

3. Metering of rounding amounts. 

6.10 Payment of Winnings 

1. Winning wagers are to be directly credited to the player’s account when the 
results of the event are entered and confirmed. 

2. If the player is not in an active session when the results are entered and 
confirmed, it is acceptable to transfer the winnings the next time the account is 
accessed e.g. next player session or account withdrawal request. 

6.11 Withdrawn Selections 

The Rules available to the player must clearly state what is to occur when a selection in 
an event is withdrawn covering subjects such as: 

1. Circumstances when all wagers on that selection are lost when withdrawn i.e. 
“all-in” betting. 

2. Circumstances when all wagers on that selection are refunded when withdrawn. 

3. Handling of withdrawn selections for wagers involving multiple events e.g. 
parlays. 

4. Handling of reinstated selections - especially if “Field” selections are offered. 

6.12 Abandoned Events 

1. If an event is abandoned for any reason, all wagers for bet types associated 
solely with that event are to be refunded in full. 

2. Bet types that involve multiple events, e.g. a parlay wager, are to be treated as if 
every selection for that leg of the abandoned event is a winning wager. 

6.13 Fixed Prize Bet Types 

This section refers to specific requirements for bet types where the payout is to be fixed 
at the time the wager is placed. 

 

6.13.1 Access to Prize Table / Current Odds 

Players must be able to access all prize tables / current odds for all available events / 
bet types at all times. 

 

6.13.2 Wagers 

In addition to the general requirements of Sections 6.3 and 6.4, the following 
requirements apply: 

1. Wager confirmation should include the amount of the wager actually accepted by 
the system. 
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2. If the wager could have involved more than one prize table, the system must 
store and the confirmation must indicate which prize table to which it applies. 

3. If the wager involves bet types where the prize table may change dynamically, 
the system must store and the confirmation must indicate the prize table 
payout(s) (e.g. odds) that will apply to this wager should it be a winner. 

 

6.13.3 Limitation of Liability 

The Rules available to the player must clearly state circumstances where the Operator 
will attempt to reduce the potential liability in a single event by any means such as: 

1. Prorating - abatement of large winners in an event when the overall payout 
liability is large. Note all prorating parameters must be approved by the TLGC. 

2. Liability limits - wagers are automatically rejected if the liability for a selection 
would exceed a predefined limit established by the operator / system. 

3. Partial bet acceptance / wager rejection - circumstances where the operator / 
system accepts only part of a wager or totally rejects commonly followed by a 
change of the prize table. 

 

6.13.4 Prize Payout Modification 

1. The Rules available to the player must clearly state circumstances when it is 
permitted to dynamically modify the payout table e.g. a change of odds on an 
event. 

2. Players must receive notification when prize tables / odds are changed. 

3. Subsequent access to prize tables, e.g. via a hotlink, must show the latest 
version of the table. 

4. The TLGC must approve in advance the range of change that can be made to 
any prize table. 

 

6.13.5 Adjustments to Fixed Prize Payouts 

1. The Rules available to the player must clearly state circumstances when the 
fixed prize payouts are to be adjusted such as: 

1.1 Dead heats 

1.2 Withdrawn selections for which wagers are refunded. 

1.3 Abandoned legs of parlays. 

1.4 Prorating. 

2. The Rules available to the player must clearly state the treatment of rounding - 
refer to Section 6.8.2. 

 

 

 



 

 Internet Gaming Technical Requirements Version 3.1 - DEPARTMENT OF TREASURY AND FINANCE    42   

6.14 Pari-mutuel Event Types 

This section refers to specific requirements for bet types where individual wagers are 
gathered into pools. When the results of the event each pool is divided up by the total 
bet of winning selections to form a unit payout amount for that bet type. 

 

6.14.1 Commission 

The level of commission for each bet type must be approved by the TLGC. 

 

6.14.2 Dividend Calculation 

The rules for dividend calculation must be approved by the TLGC. Issues to be resolved 
are: 

1. Dividend formula. 

2. Handling of withdrawn selections. 

3. Handling of multiple winners of a bet type through dead heats, abandoned events 
etc. 

4. Handling of postponed events. 

5. Handling of circumstances where there are no winners of a pool is to be 
approved by the TLGC. Subjects that may need to be covered are: 

5.1 Countback levels 

5.2 Jackpots 

5.3 Pool refunds (with or without commission subtracted) 

6. Rounding of payouts - refer to Section 6.8.2. The treatment of rounding values 
not paid as prizes, frequently known as fractions, is to be approved by the TLGC. 

7. The treatment of minimum prize payouts, calculation of other dividends and 
possible pool subsidies is to be approved by the TLGC. 

8. The treatment of Field wagers where changes of the state of selections’ 
withdrawn status can occur e.g. selection reinstatement. 

 

6.14.3 Wagering Information 

1. The player must be able to view reasonably up to date odds information 
(prospective payouts) for simple wagering pools. 

2. The player must be able to view reasonably up to date values of total 
investments for all wagering pools. 

3. The player must be able to view the results of all decided events including those 
which have not been confirmed. 

4. The player must be able to view the dividends of all decided bet types including 
those which have not been confirmed. 

5. The player must be able to view withdrawn selections for all events. 
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6.15 Jackpots 

This section refers to requirements for wagering jackpots in which players who place 
wagers may participate. 

1. The requirements of Section 4 Jackpots apply. 

2. When multiple jackpot winners for a single jackpot pool occur, the pool is to be 
divided in proportion to the number and amount of the winning wagers. 

6.16 Interface with External Computer Systems 

This section refers to requirements for event types where wagers placed through the 
CIGS are forwarded to an external wagering system which controls the wagering, 
processes results and determines winning wagers. An example might be the CIGS 
interfacing to the TASKeno system. 

 

6.16.1 Communications with External Wagering Systems 

1. Communications with an external wagering system must meet the requirements 
of Section 8 Communications. 

2. If the external wagering system is within the same computer room as the CIGS, 
there may be no requirement for encryption assuming the logical and physical 
security of the communications medium between the two systems is proven.  

 

6.16.2 Wagering Process 

1. Wagers placed on the CIGS must receive clear acknowledgment of acceptance 
or rejection by the external wagering system. 

2. If the cost of the wager is determined by the external system, there must be a 
positive confirmation sequence in place to enable the player to accept the bet 
cost and the CIGS to determine that there are enough funds in the player’s 
account to meet the wager cost. 

3. The account balance is not to be debited by the CIGS until final confirmation is 
received from the external wagering system. 

4. Cancellation requests from the CIGS must receive clear acknowledgment of 
acceptance or rejection by the external wagering system. 

5. The account balance is not to be credited by the CIGS until final confirmation is 
received from the external wagering system including the amount of the cancel. 

 

6.16.3 Winner Update 

1. When results are entered and confirmed on the external wagering system, each 
winning wager placed from the CIGS system must be transferred to the CIGS 
with the amount of the win. 

2. Player’s accounts are to be updated with the winning amounts as per Section 
6.10. 



 

 Internet Gaming Technical Requirements Version 3.1 - DEPARTMENT OF TREASURY AND FINANCE    44   

 

6.16.4 Wagering Information 

1. If the external wagering system provides pari-mutuel wagering facilities for the 
CIGS, it must periodically pass the current odds for active pools to the CIGS. 

2. If the external wagering system provides jackpot facilities for the CIGS, it must 
periodically pass the current jackpot amounts to the CIGS. 

3. If the external wagering system provides fixed price wagering facilities for the 
CIGS where the odds / prize table can be dynamically changed, it must pass the 
current odds to the CIGS whenever any odds are changed. 

4. The external wagering system must pass change of event status information to 
the CIGS whenever any change occurs including: 

4.1 Withdrawn / reinstated selections 

4.2 Altered event starting time 

4.3 Event closed / open 

4.4 Results entered / modified 

4.5 Results confirmed 

4.6 Event abandoned 

 

6.16.5 Restart and Recovery 

The process of all wagering activities between the two systems is not to be adversely 
affected by restart / recovery of either computer system i.e. wagering transactions are 
not to be lost or duplicated because of recovery of one system or the other. 



 

 Internet Gaming Technical Requirements Version 3.1 - DEPARTMENT OF TREASURY AND FINANCE    45   

7. Player Accounts / Registration 

This section discusses the principles that apply to the creation, use, security and privacy 
of Internet Gaming accounts.  

7.1 Player Accounts 

1. Gaming may only occur using if the player is pre-registered or holds an account 
with the operator.  Participation in "Soft" gaming products does not require pre-
registration or accounts.  

2. The CIGS must not accept a bet that would cause a player account to become 
negative.  

7.2 Pre-registering and Establishment of Player Accounts 

7.2.1 Requirements for Registration 

1. Any individual (as identified through the identity check) must not be permitted to 
have more than one active player account with any one operator.  This restriction 
is intended to help prevent the on-selling of a semi-anonymous gaming service 
using multiple accounts registered in a single name.  

2. Only natural persons over the age of 18 years are permitted to pre-register or 
establish a player account.  

3. Proof of identity, age and place of residence must be provided to pre-register or 
establish an account.  Acceptable age identification includes at least one of the 
following, sent by facsimile, post or other method approved by the TLGC or its 
delegate- 

3.1 Birth certificate 

3.2 Current passport 

3.3 Current driver’s licence provided the licence includes the full name, 
residential address and date of birth of the holder 

3.4 Other as approved by the TLGC or its delegate. 

4. A full identity check must be undertaken each time an individual attempts to 
register, with player authentication to be performed at the commencement of 
each game session.  

5. Details of player verification must be kept on-line in a secure manner.  

6. A list of all registrations (current or otherwise) and accounts (active or otherwise) 
must be maintained on-line.  

7. The Operator must be able to exclude nominated players from being able to bet 
by some means of deactivation of the player’s registration.  A new player must 
also be prevented from registering if the player is excluded.  Exclusions and the 
revocation of exclusions must be immediately notified to the TLGC.  

8. Subject to appeal, a new account for a person must not be created if the de-
activation reason for previous accounts indicates that the person must not be 
permitted to establish another account. 
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7.2.2 Third Party Verification 

Operators are permitted to use third parties to verify identity, age and place of residence 
provided that the operator has established a formal trust relationship with that third party 
prior to accepting verification advice.  The trust relationship must be based on the 
following principles:  

1. The verification procedures used by the third party must be as stringent as those 
used directly by the operator.  

2. The verification procedures used by the third party must be audited by the 
Operator.  

3. Trust relationships must not be hierarchical (i.e. the Operator must establish a 
separate trust relationship with each and every third party).  

4. The TLGC is to be advised the details of each trust relationship and may require 
the Operator to terminate a specific trust relationship at any time.  

5. Where a trust relationship is terminated, all player registrations established as a 
result of that trust relationship must be re-authenticated by the Internet gaming 
operator or another trusted entity. 

 

7.2.3 Off Line Verification 

Offline verification, an alternative to online verification, is subject to the following 
conditions. 

1. The service provider must complete the verification of the identity, age and 
residence of the player within six months of the date of initial registration in 
accordance with the service provider's approved control system; 

2. The player is limited to total deposits to the account of no more than a preset 
amount for the first three months during this probationary period (where the 
preset amount is set by the TLGC) provided that the player may only expend one 
third of the preset amount in any one month. 

3. The player is not able to make withdrawals from the account until verification has 
been completed.  If a player does not complete the verification of the player’s 
identity, age and residence within three months of the date of pre-registration, the 
player’s account must be frozen and no further gaming or wagering permitted.  
On subsequent verification, the account is reactivated.  Any monies held in a 
player’s account as the result of incomplete registrations after six months will be 
forfeited to the Crown. 

 

7.2.4 Player Established Limits 

A player must be able to set the following maximum bet levels:  

1. The maximum bet per game, or 

2. The maximum total bet per time period.  

The maximum bet level set by a player must not exceed the maximum betting levels set 
by the operator. 
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A maximum bet level may only be increased on seven days notice from the player.  

For systems that use maximum total loss levels in place of maximum total bet levels, 
deposits into the account or withdrawals from the account must not affect the maximum 
loss level. 

7.3 Privacy of Player Information 

1. Any information obtained by operators in respect to player pre-registration or 
account establishment must be kept confidential by the operator except where 
the release of that information is required by law or approved by the player.  

2. Any information about the current state of player accounts must be kept 
confidential by the operator except where the release of that information is 
required by law.  

3. Use of player information must not breach the “Information Privacy Principles” 
under section 14 of the Australian Federal Privacy Act and the “OECD Guidelines 
on the Protection of Privacy and Transborder Data Flow of Personal Data”.  

4. All player information must be erased (i.e. not just deleted) from hard disks, 
magnetic tapes, solid state memory and other devices before the device is 
decommissioned or sent off-site for repair.  If the information on the device can 
not be erased, the device must be physically destroyed.  

5. An operator must not prevent a player participating in gaming for the sole reason 
that the player refuses to allow the use of personal information for non-gaming 
purposes (e.g. direct marketing).  

7.4 Player Accounts 

7.4.1 Player Account Maintenance 

The following principles must apply to the maintenance of player accounts:  

1. Storage of money on the system must be secured against invalid access or 
update other than by approved methods.  

2. All deposit, withdrawal or adjustment transactions are to be maintained in a 
system audit log.  

3. A deposit made using a credit card transaction must not be available for gaming 
until such time as the funds are received from the credit provider or the credit 
provider issues an authorisation number to the operator indicating that the funds 
are guaranteed.  The authorisation number is to be maintained in a system audit 
log. 

4. Positive identification, including PIN entry, must be made before withdrawal of 
moneys held by the CIGS can be made.  

5. Inactive accounts holding moneys held in the system must be protected against 
forms of illicit access or removal.  

6. All transactions involving moneys are to be treated as vital information to be 
recovered by the CIGS in the event of a failure.  

7. Personal information of a sensitive nature must only be stored in an encrypted or 
hashed form on the CIGS.  The encryption method used to store information 
must meet the same requirements as the encryption method used for 
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communications (see sections 8.8.4, 8.8.5, 8.8.6 and 8.8.7).  Personal 
information of a sensitive nature includes (but is not limited to) the following: 

7.1 Financial Institution account numbers. 

7.2 Credit card numbers. 

7.3 Credit card expiry dates. 

7.4 Expected answers to any questions used to verify a player's identity (eg. 
Mother's maiden name). 

7.5 Balances of player accounts on the IGS. 

The following information must only be stored using an irreversible encryption 
algorithm: 

7.6 Financial Institution PINs. 

7.7 PINs used by players to access financial details of IGS player accounts. 

 

7.4.2 Account Statements 

A physical account statement must be sent to the registered address of the player either 
on request or on a quarterly basis.  Account statements must include sufficient 
information to allow the player to reconcile the statement against their own records to 
the session level.  Account statements must also include details of major wins.  

 

7.4.3 Deactivated Accounts 

Any funds left in an account which is to be de-activated are to be remitted to the owner 
of the account.  

7.5 Player Loyalty 

The requirements of this section only apply if Player Loyalty promotions involve the use 
of player loyalty to affect the taxation basis of the Operator e.g. conversion of player 
loyalty points into game play. If supported by the system, the following principles must 
apply:  

1. The player loyalty database must be maintained on a secure part of the system.  

2. Use of the Player Tracking data must not breach the “Information Privacy 
Principles” under section 14 of the Australian Federal Privacy Act and the “OECD 
Guidelines on the Protection of Privacy and Transborder Data Flow of Personal 
Data”.  

3. Redemption of player loyalty points earned must be a secure transaction that 
automatically debits the points balance for the value of the prize redeemed.  

4. All player loyalty database transactions are to be recorded as critical data by the 
CIGS.  
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8. Communications 

This section primarily refers to communications between the host CIGS and a player 
device, but it also applies to communications between other components or equipment 
of the CIGS.  

8.1 Security Policy 

The operator must have a security policy that covers, as a minimum, all issues raised in 
RFC 2196 "Site Security Handbook". 

8.2 Message Authentication 

Message authentication codes must be used with critical message types in order to 
verify the correct receipt of the message by the end equipment, host or related 
equipment. Critical message types will be determined on a case by case basis, 
depending upon the application, but must include: 

1. Game play 

2. Jackpot wins 

3. PIN transmissions 

4. Money transfers 

5. Wagering transactions and responses 

6. Player registration 

8.3 High Level Protocol 

The requirements in this section (ie. section 8.3 and its subsections) apply ONLY where 
the high level protocol is intended to be used by other manufacturers of Internet gaming 
equipment (e.g. Internet game manufacturers, jackpot controller manufacturers, etc.). 

 

8.3.1 Required features 

1. All control functions of the protocol must be clearly specified in its documentation. 

2. All protocols must use communication techniques that have proper error 
detection and/or recovery mechanisms.  

3. The high level protocol must employ techniques (e.g. end to end 
acknowledgment) such that it will not lose messages – even when one end or the 
other restarts.  

4. The higher level protocol must employ techniques (e.g. transmission numbers) 
such that repeated messages are identified and discarded – even when one end 
or the other restarts.  

5. These requirements do not apply to unsecured messages such as broadcast 
messages.  

 



 

 Internet Gaming Technical Requirements Version 3.1 - DEPARTMENT OF TREASURY AND FINANCE    50   

8.3.2 Timestamps 

1. The high level protocol must include a provision for the transmitting system (i.e. 
CIGS or end player device) to insert a local timestamp in every message it 
sends. This timestamp will assist in claims of equipment malfunction involving 
run away hardware or software.  

2. The high level protocol must include a provision for the transmitting system (i.e. 
CIGS or end player device) to insert a local timestamp taken at the time the last 
valid high level message was received.  

 

8.3.3 High Level Interface with Lower Level Protocols 

1. There must be no restrictions placed on characters that may be included in 
messages passed to or from the higher levels to the lower levels.  

2. The interface must cater for messages of variable length including those longer 
than the standard buffer size of the lowest level.  

3. A method of flow control to prevent loss of vital messages must be implemented.  

8.4 Firewalls 

8.4.1 Application-Level Firewalls Mandatory 

All connections to CIGS hosts in the secure data centre must pass through at least one 
approved application-level firewall.  This includes connections to and from any non-
CIGS hosts (e.g. MIS computer systems) used by the operator.  The term "connections" 
is used in its broadest sense, and includes UDP and TCP data transfers.  

 

8.4.2 Choice of Firewall 

The choice of firewall will be affected by the low level protocol used by the application.  
(e.g. some firewalls are not able to make intelligent decisions about UDP streams.)  
Reducing the effectiveness of the application level firewall to a packet filter will not be 
permitted simply due to a poor choice of firewall / low level protocol combination.  

 

8.4.3 Alternate Paths 

A device in the same broadcast domain as the CIGS hosts must not have a facility that 
allows an alternate network path to be established that bypasses the firewall.  Examples 
of prohibited facilities are:  

1. An operator PC equipped with a modem.  

2. An operator PC with a connection to the CIGS VLAN and a connection to the 
corporate VLAN.  
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8.4.4 Separate Computer System 

The firewall must be a separate computer system with the following characteristics:  

1. Only firewall-related applications may reside on the firewall.  

2. Only a limited number accounts may be present on the firewall (e.g. system 
administrators only).  

3. All data packets addressed to the firewall must be rejected if they arrive on 
interfaces to networks that are outside the baseline envelope.  This is to restrict 
access to the firewall to authorised workstations inside the baseline envelope.  

4. The firewall must reject all connections except those that have been specifically 
approved by the TLGC.  

5. The firewall must maintain an audit log of all changes to parameters that affect 
what connections are permitted through the firewall.  

6. The firewall must maintain an audit log of all successful and unsuccessful 
connection attempts through itself.  

7. The firewall must maintain an audit log of all successful and unsuccessful 
connection attempts to itself.  

8. The firewall must disable all communications if the audit log becomes full.  

 

8.4.5 Security Incidents 

Operators must have approved procedures for following reports of security incidents 
and for ensuring that firewalls are kept up to date with respect to advisory 
recommendations released after such incidents.  

 

8.4.6 Private Network Numbers 

Networks on the secure side of the firewall should use RFC1918 private network 
numbers.  These numbers must be translated into public network numbers for 
transmission over the Internet.  

8.5 Proxy servers 

The Internet gaming system must be capable of operating through multiple proxy 
servers.  Correct operation must not depend on a refresh request from the end player 
device reaching the CIGS.  

8.6 Cookies 

The Internet gaming system must be capable of operating into environments that 
prevent the storage of "cookies" (or other such information) on the end-player device.  
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8.7 Domain Name System (DNS) Requirements 

1. An operator of an Internet Gaming System must register a recognisable name 
(e.g. company.com.au) in the Internet Domain Name System (DNS).  The CIGS 
itself must be registered in the DNS.  

2. The primary server used to resolve DNS queries (i.e. forward and reverse 
lookups) used in association with the Internet Gaming System must be controlled 
by the Operator and located in the secure data centre.  

3. Logical and physical access to the primary DNS server must be restricted to 
authorised personnel.  

4. There must be at least one secondary server that is able to resolve DNS queries 
(i.e. forward and reverse lookups).  The secondary servers must be located at a 
separate premises to the primary server.  

5. Zone transfers between the primary server and the secondary servers must 
occur at least every 24 hours.  

8.8 Encryption 

8.8.1 Requirement for Encryption 

Where data is being passed over communication lines that are sensitive, such data 
must be specified as encrypted by the protocol. Note that lower layers may provide the 
encryption service provided that encryption is end-to-end (ie. link-layer encryption is 
NOT sufficient). Examples of data that may require encryption are:  

1. Encryption keys 

2. PINs or passwords 

3. Account numbers and details 

4. Money transfers to or from player accounts 

5. Jackpot commands and parameters 

6. Account balances 

7. Wagers 

8. Results 

9. Credit and Debit card details 

10. Reports to the TLGC 

11. End player complaints forwarded to the TLGC 

 

8.8.2 End to End Encryption 

Sensitive data must be encrypted on an end-to-end basis (i.e. the data must never 
appear on a LAN or WAN in an un-encrypted form).  This includes sensitive data 
transmitted between computer systems within an operator's premises. 

Sensitive data transmitted between systems within a single secure data centre need not 
be encrypted 
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Sensitive data transmitted between systems that are located within separate secure 
data centres need not be encrypted if the communications path is physically secure and 
cannot be accessed by unauthorised people. 

 

8.8.3 Operator Terminal Communications  

All communications between operator terminals and the CIGS must be strong 
authenticated and strongly encrypted during transmission outside their respective 
secure data centres.  

 

8.8.4 Encryption Algorithms 

1. Encryption algorithms are to be demonstrably secure against cryptanalytic 
attacks.  

2. Operators must have approved procedures for following up reports of 
weaknesses in encryption algorithms used in their Internet Gaming Systems.  
Changes to encryption algorithms to correct weaknesses must be implemented.  
If no such changes are available, the algorithm must be replaced. The timeframe 
for addressing an update / replacement of the encryption algorithm would be 
considered on a case by case basis taking into account the severity of the 
weakness and the availability of corrections and/or replacement algorithms. 

 

8.8.5 Encryption Keys Minimum Width 

The minimum width (size) for encryption keys for symmetric key algorithms is 112 bits 
and for public key algorithms 1024 bits. 

 

8.8.6 Encryption Key Handling 

There must be a secure method implemented for changing the current encryption key 
set.  It is not acceptable to only use the current key set to “encrypt” the next set. An 
example of an acceptable method of exchanging keys is the use of public key 
encryption techniques to transfer new key sets.  

 

8.8.7 Encryption Key Storage 

There must be a secure method in place for the storage of any encryption keys. 
Encryption keys must not be stored without being encrypted themselves.  

 

8.8.8 Encryption Disabling 

It is recommended that the protocol provide a method (the use of which on a CIGS is 
password protected and secure) to disable encryption to handle circumstances where 
difficulty with communications is encountered e.g. to permit a line analyser to be used to 
determine poor line quality or perhaps a communications bug.  
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8.9 Connections to third party organisations 

8.9.1 Definition 

A third party organisation in the context of this section is any external organisation 
that has an on-line connection to the CIGS for the purposes of assisting the operator 
with the production of that service.  Examples of third party organisations are:  

1. Financial acquirers (e.g. banks).  

2. Certification Agencies.  

3. Software support providers.  

4. Hardware support providers.  

5. Internet support provider (e.g. operators Internet Service Provider).  

 

8.9.2 Requirements 

1. Connections to third party organisations must not use the same network 
infrastructure (e.g. Internet connection, LAN, host interface) as player 
connections.  

2. Host computer systems must not route data packets from third party organisation 
connections to the player network and vice-versa.  

3. Gaming must be disabled on all network connections except for the player 
network.  

4. Host computer systems must not act as IP routers between player networks and 
third party connections. 

5. All transactions involving third party organisations must be logged to appropriate 
audit files.  

6. All financial transactions must be reconciled with the financial institutions on a 
daily basis.  The relevant audit file should be used to reconcile any 
discrepancies.  

7. Credit, Debit and Smart card "blacklists" are to be updated on a daily basis.  

8. X.509 (and similar) Certificate Revocation Lists are to be updated on a daily 
basis.  

9. All logins involving third party organisations must be recorded in an audit file.  

8.10 Requirement for Authentication 

1. All people (e.g. players, computer operators, maintenance service providers, 
TLGC officers and representatives) and computer systems (e.g. jackpot 
controllers, financial gateway systems, certification authority systems) that 
connect to the CIGS must be authenticated.  

2. The CIGS must authenticate itself to all people and computer systems that 
establish a connection.  

3. A robust authentication mechanism must be in place to authenticate people and 
computer systems that operate the CIGS.  X.509 certificates must be used where 
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operations occur from insecure locations.  X.509 certificates must be used where 
operations occur over unsecured communications channels.  Less rigorous 
mechanisms, such as logins and password(s), may be sufficient where 
operations are conducted from physically secure environments and over secured 
communications channels where the person is physically identified before 
attempting access. 

4. The preferred method for authenticating third party computer systems is X.509 
certificates.  However, it is recognised that some third party computer systems 
will not have this capability.  

5. The Operator must have a trust relationship with the certification authority that 
issued the X.509 certificate.  
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9. Central Site Requirements 

9.1 Personnel 

Sufficient numbers of qualified technical personnel must be available to meet the 
following requirements:  

1. System administrators must be available during operational hours to cover all 
production systems.  

2. System operators must be present during operational hours to cover all 
production systems.  

3. Network personnel must be available during operational hours to cover all 
equipment used in the operator's data centre, including all equipment used to 
connect to the Internet.  

9.2 CIGS Physical Security 

1. The computer system must physically reside in a secure data centre.  

2. The secure data centre must meet the requirement laid out by AS2834-1995.  

3. Hotline terminals and Operator consoles and all intermediate equipment  which 
connect these devices to the CIGS (routers, bridges, firewalls, Terminal Servers, 
Terminal Adaptors, Modems, Microwave radio equipment, NTUs, etc.) are be 
supported by UPS equipment 

4. Operators must only be able to log into the computer system from terminals 
physically located inside a secure data centre. Exceptions may be made to this 
requirement where connections to the CIGS have sufficient end-to-end 
authentication and encryption. 
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10. Documentation and Development Tools 

10.1 Provision of Documentation and Development Tools 

Documentation and development tools must be supplied to the TLGC and its 
representatives e.g. testing agencies. Refer to Appendix B for details of the submission 
requirements. 

10.2 Documentation of Protocols 

Documentation of all communication protocols must be provided.  This documentation 
must clearly explain all messages, conventions, definitions, data formats, etc.  The 
adequacy of the protocol documentation will be reviewed by the TLGC.  

10.3 Test Site 

There must be a test system similar to that of the production system that is separate, 
and enables the CIGS operator to test software prior to loading it onto the live system.  

10.4 Simulator 

The following requirements apply ONLY where the protocol is intended to be used by 
other manufacturers of Internet gaming equipment (e.g. Internet game manufacturers, 
jackpot controller manufacturers, etc.).  

A simulator must be provided to assist in the testing of the protocol by the TLGC and its 
nominated testing agencies. The characteristics of the simulator are:  

1. The simulator must be approved by the TLGC.  

2. The simulator must adequately support and exercise all transactions and 
message types that are to be used by the protocol.  

3. The simulator must have a function to thoroughly check every requirement, 
behaviour, function or feature the protocol dictates.  

4. The simulator must run on standard, freely available equipment such as a 
personal computer or the equivalent.  Alternatively, the supplier must loan 
suitable simulator hardware to all approved users.  

5. The simulator and documentation are to be provided to the TLGC and its 
representatives (e.g. testing agencies) at no cost.  

10.5 Requirements for generic protocols 

The following requirements apply ONLY where the protocol is intended to be used by 
other manufacturers of Internet gaming equipment (e.g. Internet game manufacturers, 
jackpot controller manufacturers, etc.).  
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1. The protocol documentation must be provided to the TLGC well in advance of its 
submission to Internet game manufacturers.  Approval for the protocol from the 
TLGC must be obtained before distribution of the protocol commences.  

2. The simulator and documentation are to be provided to manufacturers of Internet 
gaming equipment at a minimal cost to be agreed with the TLGC.  

3. The simulator and documentation must be available at the same cost to all 
organisations that are recognised by the TLGC as manufacturers of Internet 
gaming equipment.  
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11. APPENDIX A 

Table 11.1: 

Glossary of Terms 

Term or Abbreviation Description 

Baseline An administrative method of taking a snapshot of an 

evolving system (and in some cases defining what 

portions of the system can be changed without approval). 

Broadcast domain The set of computer systems that are able to 

communicate with one another using network level 

broadcast packets.  An example of a broadcast domain is 

an IP subnet. 

Critical Component Any sub-system whose failure or compromise can lead to 

loss of player entitlements or unauthorised access to data 

used for generating reports for the TLGC. 

Contributions The financial method by which jackpot pools are funded. 

CIGS Central Internet Gaming Systems  

Digital Certificate A set of data which can be used to verify the identity of 

an entity by reference to a trusted third party (the 

Certification Authority).  Digital certificates are often used 

to authenticate messages for non-repudiation purposes.  

One of the attributes of a digital certificate is that it cannot 

be modified without compromising its internal 

consistency.  X.509 certificates are an example of a 

digital certificate. 

Domain Name System The globally distributed Internet database which 

(amongst other things) maps device names to IP 

numbers and vice-versa. 
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Term or Abbreviation Description 

Effective bandwidth The amount of data that actually can be transferred 

across a network per unit of time.  The effective 

bandwidth through the Internet is usually considerably 

lower than the bandwidth of any of the constituent links. 

End Player Device The device that converts communications from the CIGS 

into a human interpretable form, and converts human 

decisions into communication format understood by the 

CIGS.  Examples of End Player Devices include personal 

computers and telephones. 

Hotlink A word or graphic on a web page which, if clicked, 

causes different information to be displayed. 

ICMP Internet Control Message Protocol.  Part of the TCP/IP 

communications protocol which is used to measure and 

control devices at the IP level.  ICMP echo request and 

ICMP echo reply are commonly and collectively known as 

"ping" or "traceroute". 

Increment Rate The portion of the jackpot contributions that are 

incrementing the jackpot value (as compared to funding 

the startup value). 

Link utilisation The percentage time that a communications link is 

engaged in transmitting data. 

MAC Message Authentication Code 

MTBF Mean Time Between Failure 

Mystery Linked Jackpot A type of jackpot where the selection of a winner is by 

randomly selected event independent of the game 

outcome 

Pool An accumulated reservoir of jackpot monitory 

contributions. 
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Term or Abbreviation Description 

Progressive Linked 

Jackpot 

A type of jackpot where winning a jackpot prize comes 

from a game oriented event. 

Protocol Used to refer to the hardware interface, line discipline 

and message formats of the communications. 

RNG Random Number Generator 

Soft gaming product A gaming product where games played / wagers placed 

do not involve financial investment or win. 

Start-up The initial value of the pool at the time the Jackpot is 

started or restarted. 

TLGC Tasmanian Liquor and Gaming Commission 

Time Based Jackpots A type of mystery jackpot where selection of the winner is 

based upon a time oriented event e.g. activation of a 

random trigger between a jackpot run start time and the 

jackpot run end time. 

Timestamp A record of the current value of the system date and time 

that is added to a message at the time the message is 

created. 

Trojan Horse A program or module that purports to perform a particular 

function but which secretly performs a different function 

(which may or may not include the purported function).  

Trojan Horse programs are widespread throughout the 

Internet. 

UT Universal Time 

Version Control The method by which an evolving approved system is 

verified to be operating in an approved state. 
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12. APPENDIX B 

12.1 Submission Requirements 

12.1.1 General 

1. Provide internal controls, rules and procedures manuals, or other documents as 
applicable for assessment by the TLGC. 

2. Provide the Security Policy. 

 

12.1.2 Internet Games 

1. Provide the rules of each game.  

2. Provide software for each game, including artwork and game information.  

3. Supply the schedule of prizes for each game.  

4. Provide details of the minimum specifications that an end player device must 
meet to participate in the game, and the minimum bandwidth required to play the 
game.  

5. Provide details of how minimum requirements for bandwidth and end player 
device specifications will be enforced.  

6. Describe how end player devices are polled.  

7. Describe the operation of jackpots.  

8. Describe what game information is recorded on the end system (temporary and 
permanent).  

9. Describe details of information logged on end player devices.  

10. Describe where and how decisions affecting game outcome are made.  

11. Describe how the system handles incomplete games 

12. Describe the register of unclaimed prize moneys and how it is maintained.  

13. Describe the treatment of revenue from expired, unclaimed wins.  

 

12.1.3 Event Wagering 

1. Provide details of all event wagering types to be provided including description of 
the events and bet types, rules, etc. 

2. Describe how results are selected for these events. 

3. Describe links to external computer systems participating in the event wagering. 

 

12.1.4 Player Registration 

1. Provide details of player registration.  
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2. Describe how player verification information is to be protected from unauthorised 
access.  

3. Provide details of player authentication (i.e. how registered players identify 
themselves to the CIGS each time they connect).  

4. Provide details of the player exclusion and bet limit mechanisms.  

 

12.1.5 Player Funds 

1. Describe how player registration and account information (including credit card 
information) is to be protected from unauthorised access.  

 

12.1.6 Player Loyalty 

1. For applications that allow for redemption of Player Loyalty points for play, 
provide details of the Player Loyalty scheme and rules. 

12.2 Communications 

12.2.1 Authentication and Encryption 

1. Provide details of the message authentication algorithm used.  

2. Provide details of the encryption to be used during game play:  

2.1 Encryption algorithms 

2.2 Size of encryption keys 

2.3 Key exchange procedure at session start-up.  

2.4 Subsequent key exchanges 

2.5 Details of any information that is not encrypted for transmission 

 

12.2.2 CIGS Internal network architecture 

1. Provide details of the proposed architecture of the internal production network to 
be used to supply Internet gaming:  

1.1 Network topology.  

1.2 Devices used to create the network.  

1.3 Controls to prevent unauthorised modification to device configuration.  

2. Describe the details of the connections to the Internet.  

3. Provide details of any remote connections (e.g. Internet, wide area network, dial-
up) used to support Internet Gaming operations.  

4. Provide details of authentication and encryption associated with remote 
connections.  

5. Provide details of operator consoles:  

5.1 Location of operator consoles in relation to the CIGS 
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5.2 Protocols used by operator console connections.  

5.3 Access controls on operator console connections to the CIGS.  

5.4 Authentication and encryption used by operator consoles.  

5.5 Controls to prevent eavesdropping on communications between operator 
consoles and the CIGS.  

5.6 Controls to prevent unauthorised use of operator consoles.  

6. Provide a list of all non-production systems (e.g. MIS) and third party systems 
that will connect to the CIGS.  For each external system provide:  

6.1 The connection method (e.g. dial-up, X.25, leased line, Internet).  

6.2 Details of the information to be transferred in each direction.  

6.3 The entity that initiates the information transfer.  

6.4 The protocol used to perform the transfer.  

6.5 Controls to prevent access to other information on the CIGS.  

6.6 Controls to prevent unauthorised use of the connection.  

6.7 Controls to prevent eavesdropping on communications between non-
production systems and the CIGS.  

7. Provide details and configurations of the devices that will be used to control 
access from the Internet to the internal production network (including 
authentication and encryption).  

8. Provide details and configurations of the devices that will be used to control 
access from other networks (including non-production networks used by the 
operator) to the internal production network.  

9. Provide details of controls and audit trails associated with access and 
modifications to network components.  

10. Provide details of any Network Management System associated with the internal 
production network:  

10.1 Physical location of the Network Management System.  

10.2 Class of personnel authorised to use Network Management System.  

10.3 Locations from where network management functions can be executed.  

10.4 Network management protocol.  

10.5 The devices to be managed on a read only basis.  

10.6 The devices to be managed on a read/write basis.  

10.7 Controls to prevent unauthorised access to network management 
functions.  

10.8 Controls to audit the use of network management functions.  

10.9 Controls to detect unauthorised connections to the network. 

10.10 Controls to detect connection of unauthorised equipment to the network.  

11. Describe the locations and physical and logical security arrangements associated 
with secondary DNS servers.  
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12.2.3 Third Part Connections 

1. Describe the details of all connections to third party organisations (e.g. Banks).  

2. Provide proof that financial institutions to be used for financial transactions have 
certified and approved the hardware and software to be used for the 
transactions.  

3. Provide details of the tests conducted and results obtained in gaining certification 
and approval from financial institutions.  

 

12.2.4 CIGS Host Computers 

1. Provide an overview of the system design.  

2. Provide a functional specification of the system.  

3. Provide Detailed design Documents (including DFD's, Data Dictionaries, etc.).  

4. Please supply details of all computer systems used by the CIGS covering areas 
such as:  

4.1 Hardware Platform 

4.2 Operating System 

4.3 Applications 

4.4 Audit subsystem 

4.5 Duplication Strategy 

4.6 Disk Subsystem 

4.7 Magnetic back-up facilities 

4.8 Physical security 

4.9 Login security 

4.10 Power requirements 

4.11 Air conditioning requirements 

5. The information requested above applies also to other CIGS equipment to be 
used in the central computer environment. This should include such devices as:  

5.1 Front ends 

5.2 Firewalls 

5.3 Operator consoles (local and remote)  

5.4 Remote controllers 

5.5 Remote access servers 

5.6 Multiplexing equipment 

5.7 Switching equipment 

5.8 Monitoring equipment 

5.9 Routers 

5.10 Repeaters 
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6. For each CIGS and associated equipment that is to be implemented the Operator 
must provide a detailed schedule of the planned implementation.  This should 
include dates for the following:  

6.1 First access to the central computer system.  

6.2 Access to the "final" computer system.  

6.3 First access to each of the Gaming equipment's (by brand/by game).  

6.4 Final access to each of the Gaming equipment's (by brand/by game).  

6.5 Expected date where Operator's testing and QA has been completed and 
formal acceptance testing might begin.  

6.6 Planned live operation.  

7. Describe where and how information is stored throughout the system.  

8. Identify what statistics are stored by the system for each separate end player 
device type (e.g. PC, Interactive TV).  

9. Describe in detail the password protection systems and associated algorithms 
utilised by the system.  

10. Describe the method of transaction logging used.  

11. Information is to be supplied to explain the situations during which encryption of 
data files will be employed.  

12. Where data files encryption is to be employed, the following information must be 
provided.  

12.1 Description of the algorithm.  

12.2 Theoretical basis of the algorithm.  

12.3 Results of any analyses or tests to demonstrate that the algorithm is 
suitable for the intended application.  

12.4 Rules for selection of keys.  

12.5 Means of setting and protecting keys.  

13. Describe how self-monitoring is implemented.  

 

12.2.5 CIGS Software 

1. Provide the source code for the CIGS software.  

2. Describe how the each of the seven points for Software Verification are to 
be achieved.  

3. Describe the method to be used to verify the integrity of the software 
operating on the production CIGS.  

 

12.2.6 CIGS Operations 

1. Provide details of each class of account required to operate the CIGS in a 
production environment (e.g. System Administrator, Operator, Hotline, Network 
support).  
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2. For each class of account, provide details of the privileges required to perform 
the duties associated with that account.  

3. Provide details of the physical location of each component of the central CIGS, 
including the location of staff.  

4. Provide Operators Manuals. 

5. Provide copies of all standard reports produced by the system and describe how 
these are generated, including details of any reconciliation of reports.  

6. Provide System Administrator Manuals. 

7. Provide Operator’s Procedures Manuals. 

 
 

 

  

Tasmanian Liquor and Gaming Commission 
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